Please note: This list is subject to change. If an end-user device or service is not listed, usage is not permitted under this guideline. Contact dataguide@uchicago.edu to

initiate a request to add an end-user device or service to this guideline.
2

o\
e‘—'e"“c
O ‘e“%
“ ! 200 o 'ca‘"o“ R
X\ 40 e“\go o X\ 00‘6 _ Q"\\ o
of R\ %O € & \e
A\ Ko¢ e A o s . ;{\3‘0
) w e A 2 “(‘,\a o
N \ 0\6 < Ca‘ \\‘ \6‘ " 6 Y\e < 6\)0 < ?-\‘\3 e A\
X 3 0 ec e e AN

3 |End-User Accessible Devices/Services pxo 9’6“‘“ pet® Q¢©° <,w° 5&06 e
4 end user devices®
5 [ITS virtual desktop Y N Y N Y Y Y
6 |ITS supported computer Y N Y N Y Y Y

UCM CBIS ted endpoints (laptops, desktops,

supported endpoints (laptops, desktops . N v v . . .
7 |phones, tablets)
ther departmentall ted desktop, laptop,

) er epa.r mentally supported desktop, laptop . N AckS Ack® . . .
8 [mobile device
9 data stora\ge5
10 |Tank (UCAD shares) Y N Y N Y Y N
11 |BSDAD shares Y N Ask? Y Y Y Ask®
12 [UCM shares Y N Y Y Y Y Y
13 |wiki.uchicago.edu Y N Y N Y Y N
14 |ITS sharepoint Y N Y N Y Y Ask®
15 |BSD sharepoint Y N Y N Y Y Ask®
16 |UCM CBIS sharepoint (hub.uchospitals.edu) Y N Y® Y® Y Y Ask®
17 [Chalk N N N N Y N N
18 |Website with public access N N N N N N N
19 |AURA Y N N N N N N
20 |Departmental file server Ask® N Ask® N’ Ask® Ask® Ask®
21 |flash drive & removable media Y N N N’ y® N y®




Please note: This list is subject to change. If an end-user device or service is not listed, usage is not permitted under this guideline. Contact dataguide@uchicago.edu to
initiate a request to add an end-user device or service to this guideline.
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| 3 |End-User Accessible Devices/Services h“o‘ ?"3“‘(\e ?e‘so AN o S‘“ée“ S‘“de“ € o
| 22 | cloud data storage9
23 |UChicago Google Docs & Drive Y N N N Y N N
24 [UChicago Google sites N N N N Y N
25 |UChicago Box & UChicago Box Assured Apps Y N v v Y Y Y
UChicago Office 365 platform (OneDrive, 10 10 10 10
26 [SharePoint, Stream) Y N Y N Y Y Y
27 |other cloud storage N N N N N N N
E transmission services
29 |uchicago-secure/eduroam wifi Y N Y Y Y Y Y
30 [UCM ucmc-staff wifi Y N Y Y Y Y Y
31 |uchicago wifi N N N N N N N
32 |Any public wifi N N N N N N N
33 [campus network - wired Y N Y Y Y Y Y
34 [UCM network - wired Y N Y Y Y Y Y
35 [cVPN (Cisco AnyConnect) Y N Y Y Y Y Y
36 |UCM VPN Y N Y Y Y Y Y
37 |secure copy (SFTP, SSL, scp) Y N Y Y Y Y Y




Please note: This list is subject to change. If an end-user device or service is not listed, usage is not permitted under this guideline. Contact dataguide@uchicago.edu to
initiate a request to add an end-user device or service to this guideline.
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| 3 |End-User Accessible Devices/Services p&"o‘ ?’6“«@ ve‘so Qt0 e s\“ée“ s‘t“de“ e o
| 38 | digital communications™®
39 [UChicago Office 365 (email, Teams, Yammer) Y N Y N Y Y Y
40 |UChicago Google mail Y N N N Y Y Y
41 [UCM email Y N v yi Y Y Yo
42 |Departmental email Y N Ask® N Ask® Ask® Ask®
UChicago supported chat (Spark; Office 365 Teams yi2 N yi2 N yi2 yi2 yi2
43 |Chat)
44 |Slack N N N N N N N
45 |Emma email marketing N N N N N N N
46 |bulkmail N N N N N N N
47 |Mobile text and messaging N N N N N N N
48 |UCM Texting N N N ye N N n/a
49 [UCM Page to Text N N N 'S N N n/a
E backup
51 [server - TSM, DD, VEEAM Y N Y N Y Y Y
| 52 [desktop - MozyPro Y N Y N Y Y Y
| 53| voice & video
54 |UChicago voice mail Y N Y vy Y Y N
| 55 |UChicago Webex" N o Y Y Y
| 56| other services
57 |UChicago Azure (Microsoft cloud platform) Ask® N Ask® Ask®’ Y Ask® Ask®
58 |UChicago AWS (Amazon cloud platform) Ask® N Ask® Ask®’ Y Ask® Ask®
59 |UChicago Sites websites N N N N Y N N
60 |Survey tools (UChicago Qualtrics) N N N Ask®’ N N 14
61 [UChicago CRI REDCap N N Y yH Ask®’ N yH
62 |UChicago Voices websites N N N N N N N




Footnotes

Legend
Ask | As directed in consultation with the appropriate Data Steward, IRB, privacy officer, or CISO (University/UCMC).

1 Please consult the Bursar's Office for guidelines about accepting payments and the processing of PCI.

2 Authorization and training is required from the appropriate Registrar's Office(s).

3 Desktops, laptops, & mobile devices must have minimum safeguards: anti-virus and firewall for desktops & laptops, password/PIN protection for,
all device types, regardless of the ownership of the device, even personally owned. Best practice is that devices and data should be encrypted;
evidence of encryption must be retrievable.

4/May be permitted depending on security assessment by divisional information security group.

5 Permitted data must be stored in a folder to which only specified parties are permitted access.

6 Device must be encrypted and protected with password or PIN and evidence of encryption must be retrievable.

7 Approval of UCMC CISO and privacy officer is required.

8 Prohibited unless terms of External Services Policy are met.

9 University records should not be stored on personal Google or Box accounts.

10 Best practice is to send a link to a secure file sharing location (see cloud data storage ) or password protect the shared file.

11 Yes but special restrictions apply for the BSD. Please see guidance documentation on
(1) e-mail (http://hipaa.bsd.uchicago.edu/Guidance_Email%20Communications_10.18.17.pdf);
(2) phone voicemail
(http://hipaa.bsd.uchicago.edu/Guidance_Use%20and%20Disclosure%200f%20PHI1%20in%20Telephone%20and%20Voice%20Messages%20%20
and%20Mail%208.28.17.pdf);
(3) UCM policies on Data Classification
(https://services.uchospitals.edu/sites/PoliciesAndProcedures/HIPAA%20Security/IT%20Security%20Policies/02_POL-
DC%20Data%20Classification.pdf); and,
(4) UCM policies onPersonal Devices
(https://services.uchospitals.edu/sites/PoliciesAndProcedures/HIPAA%20Security/IT%20Security%20Policies/06_POL-
BD%20Personally%200wned%20Device%20Policy%20-%20final.pdf).

12 The chat must be encrypted and have session history disabled.

13 Recording must be disabled.

14 May be used for instructional purposes. IRB approval is needed for use with Human Subjects research.




